EC-Council Certified Incident Handler Exam 212-89
Incident Information Collection Form

Incident Information Collection Form

Details of the Organization

Organization Name:

Contact Number:

Website:

Address:

Additional Contact Information:

Details of the First Responder

Date Report Received: Date Report Processing Began:
Name: Report Number:
Job Title: Department:

Email Address:

Phone Number and, If Applicable, Extension:

Incident Information

Date and Time:

Incident POC Name:

Incident POC Phone:

Incident POC Email:
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Initial Detection

Type of Incident:

O Malware

O Unauthorized Access (Outsider)
O Inappropriate Access (Insider)
O Others, Specify

O Outage
O Espionage
O Data Breach

Date and Time of First
Detection:

Impact of the Incident: 1 Low ] Moderate ] High ] Critical
Name Contact Information
List All Names And
Contact Information of
All Persons Involved in
Detection and Initial
Investigation:
System 1:
List of Systems Involved System 2:
(Include Location,
System Name, IP
Address, MAC, Serial
Number, Corporate ID):
System 3:
System 4:
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Web Mail and Social
Networking Information:

List of
Usernames/Passwords
Involved in the Incident:

Sr. No Username and Password

Internet Service Provider
(ISP) Details:

Applications in use at the
Time of Incident:

Purpose of Using the
System:

Hardware and Software
Configuration of the
Systems (To Be
Submitted in a Separate
Document)

O Hardware O Software

Any Off-site Data
Storage Available

OvYes ONo
If Yes, Specify the Location:

Any Unique Security
Schemes/Destructive
Devices, Specify

Additional Information:
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Details of the Identified Evidence

Date Incident Handler Evidence

Details of Parties Involved in the Incident

Name Title Organization Contact Information
First Responder’s Signature Date
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